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Prosegur is a global security
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Automating OSINT Surveilance & Threat Advisory Response
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We continue our attacks on Italy

Linate - Milan's second airport
(dead in ping)
Check-host.net/check-report/
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lc ICDC OSINT Alert

Source: https://socradar.io/feed/

Hacker Forums Reveal ICAO
Leak, SonicWall Vulnerability, and
Other New Exploit Sales Recent
findings from SOCRadar’s Dark
Web Team spotlight a series of
alarming cyber threats surfacing
on hacker forums. These include
an alleged leak of documents
from the International Civil
Aviation Organization (ICAO) and
the sale of a pre-authentication
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SharePoint Server

CVE: CVE-2025-53770

Disclosed Date: 2025-07-20

Patch Issued Date: 2025-07-21 |

https://www.zero-day.cz

RCE vulnerability targeting
SonicWall SSLVPN [...]

Welcome to the CAAS Cybersecurity Portal

/database/1017/

www.zero-day.cz

Zero-day vulnerability in
Microsoft SharePoint Server -
zero-day.cz

Zero-day (Oday) vulnerability
tracking project database. All
zero-day vulnerabilities since

Prosegur is a global security
company based in Spain. It
offers a wide range of services

Oversight Management System
Enterprise-Safety Oversight
Management (eSOMS), an
e-Service brought to you by

the Civil Aviation Authority of
Singapore (CAAS). eSOMS is a
one-stop online portal...
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Get help with common cybersecurity issues, and connect with your cyber team.

email advisory data process response

CSA Alerts and Advisories CSA Daily Cyber Intelligence News

CAAS, as the critical information infrastructure (Cll) sector lead for the aviation sector, aims
to enhance aviation sector cyber threat awareness by providing early warning detection and
enabling faster sectoral response through cybersecurity monitoring and threat intelligence
sharing.

The evolving cyber threats required new detection methods as these involved threats
beyond the conventional nation-state threat actors. In recent years, hacktivists had targeted
both the aviation sector and Singapore. They organised their attacks via Telegram groups.

The CAAS team envisioned ways to detect and disseminate information and their responses
efficiently for CAAS and the sector stakeholders.

PROBLEM STATEMENT

Need to provide early warning detection and enable faster sectoral response by automating
open source intelligence (OSINT) surveillance and threat alert and advisory response.

NEED FOR
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SOLUTION

Wrote codes to automate monitoring . Designed an automation process on a
of open source platforms for Robotic Process Automation (RPA)
intelligence via APls, RSS feeds, web platform to process and respond to
scraping and custom scripts, and email alerts and advisories, and
send notifications to respective develop a centralised SharePoint portal
Telegram groups. for alert collation and management.

SOLUTION STATEMENT

Developed in-house solutions to automate: 1) monitoring of open source intelligence
for cyber threats relevant to the aviation sector and providing notifications on a
messaging platform; and 2) processing email alerts and advisories from cybersecurity
authorities and responses.

SOLUTION
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IMPACT

a Efficiency CJ Effectiveness

¢ Eliminates the need to ¢ Prompt identification of » Sectoral cyber threat
procure separate external cyber threats and risks awareness beyond
threat intelligence  Eliminates human traditional system
platforms intervention, reducing the monitoring, enabling

e 13,400 annual man-hours risk of human error timely preventative
saved by automated * Reduces manual measures
monitoring and collation monitoring and collation  Correlation of identified

e Central solution saves requirements, allowing cyber threats and risks with
aviation sector members human analysts and CAAS systems' activities to

$2.2M officers to focus on high- identify possible
value tasks indication of compromise

and impact

* Sectoral information can
be used by CSA and
MINDEF to enhance
national cyber threat
awareness

In-house developed solutions achieved cost savings, and the automation achieved
productivity gains by eliminating manual processes and enabling early warning and
faster sectoral response.

Cost savings: $2.20mil
Time savings: 13,400 man-hours.

OUTCOME STATEMENT

CAAS benefitted from substantial cost and man-hours savings, prompt identification of
cyber threats, and enhanced sectoral cyber threat awareness beyond traditional system
monitoring, leading to timely preventative measures.

IMPACT




